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Administracion de Firewall
Check Point Gaia R80.10



¢ Qué aprenderan?

En el curso Administracion de Firewall Check Point
Gaia R80.10 el participante aprendera a:

Configurar Firewall Check Point GAIA
Habilitar publicaciones de servicios
Configuracion de servicio VPN/IPSEC
Configuracion de servicio VPN remote Access
Habitacion de alta disponibilidad

Habilitacion de protecciéon NGFW

(Web filter, app control)




Requisitos basicos

Es recomendable que su laptop y/o computadora, cuente
con los siguientes recursos para tener un ambiente de
laboratorio acorde a las practicas del curso:

Memoria RAM de 12 Gb o superior
Interfaz de red inalambrica (wifi)
Espacio en disco duro de al menos 100 Gb

Nota:
No es necesario tener conocimientos previos en el area
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Chapter 1:

Introduction to Check Point Technology

Check Point Security Management Architecture(SMART)
The Check Point Firewall

Security Gateway Inspection Architecture

Deployment Considerations

Check Point Smart Console Clients

Security Management Server

Securing Channels of Communication q

—
N

Chapter 2:

Deployment Platforms
Check Point Deployment Platforms
Check Point Gaia
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Chapter 3:

Introduction to the Security Policy 3
Security Policy Basics

Managing Objects

Creating the Rule Base

Rule Base Management

Policy Management andRevision
Control

Chapter 4:

Monitoring Traffic and Connections
SmartView Tracker

SmartView Monitor

Monitoring Suspicious

Activity Rules

Gateway Status

Chapter 5:
Network Address Translation

Introduction to NAT
Manual NAT
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Chapter 6:

Using SmartUpdate

SmartUpdate and Managing Licenses
Viewing License Properties

Service Contracts

Chapter 7:

User Management and Authentication
Creating Users and Groups

Security Gateway Authentication

User Authentication

Session Authentication

Client Authentication

LDAP User Management with UserDirectory
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Chapter 8:

Identity Awareness
Introduction to Identity Awareness

Chapter 9:

Introduction to Check Point VPNs
The Check Point VPN

VPN Deployments

VPN Implementation

VPN Topologies T
Access Control and VPN Communities
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